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INTERNET OF THINGS SUSTAINABILITY

The Internet of Things (IoT) has the potential to play an important role in
sustainability, helping to reduce resource use and increase efficiency.
IoT-enabled devices provide the ability to monitor and control energy and
water use, manage waste, and track emissions in real-time. […]
As the technology continues to mature, IoT-enabled systems are becoming 
increasingly capable of providing the data and insights necessary to create 
more sustainable systems.
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A perfect match? 

A paradox?

Image from iStock.com/ipopbaImage from Wikimedia Commons

Image from eduindex.org

Image from Alan Levine @ pxhere

https://www.istockphoto.com/it/foto/mani-che-proteggono-il-globo-di-albero-verde-su-sfondo-estivo-della-natura-tropicale-gm1206797959-348182375
https://www.em.com.br/app/colunistas/juventude-reversa/2022/12/08/noticia-juventude-reversa,1430919/atencao-dados-pessoais-sao-um-dos-maiores-ativos-na-era-digital.shtml
https://eduindex.org/2021/07/10/all-that-glitters-is-not-gold/
https://pxhere.com/en/photo/349727


1990 2000 2010 20201980

https://bit.ly/31qo8St

Images taken from clipart-library.com and bismart.org, and wikimedia.org

https://bit.ly/31qo8St
http://clipart-library.com/image_gallery/163416.png
https://blog.bismart.com/en/oldest-internet-of-things-objects-in-the-world


1990 2000 2010 20201980

finger coke@cmua

Image taken from cmu.edu

http://www.cs.cmu.edu/~coke/


1990 2000 2010 20201980

Images taken from indymedia.org.uk and wikimedia.org

finger coke@cmua Kevin Ashton

https://www.indymedia.org.uk/images/2003/08/275493.jpg


1990 2000 2010 20201980

finger coke@cmua

More connected devices 

than people on Earth
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 Amazing achievements

• We have mastered low-power wireless communication

• We have harnessed IPv6 to tackle addressing problems 
(2128 = 340.282.366.920.938.463.463.374.607.431.768.211.456 addresses)

8.6 billion

500 billion

https://twitter.com/ciscoiot/status/702887268290265088
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 The United Nations’ 2030 agenda 

for sustainable development
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 SDG 11: sustainable cities and communities

• Address the increasing urbanization 
(by 2030, 60% of the world’s population will live in cities)

• Reduce energy consumption and CO2 emissions 
(cities occupy just 3% of the Earth’s land, but account for 

60-80% of energy consumption and 75% of CO2 emissions)

 IoT solutions to build smart cities

• Demand-driven heating and 

cooling in buildings

• Improved waste management, 

and street lighting

• Intelligent mobility & transportation

• Monitoring air/noise pollution 

and urban heat islands

The IoT as a Driver for Sustainability13
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 SDG 6: clean water and sanitation

• Avoid wasting water 
(water scarcity affects > 40% of the population)

• Millions of cubic meters of water lost daily

 IoT solutions to build smart water networks

• Detecting leakages in water distribution networks 

The IoT as a Driver for Sustainability14
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 SDG 2: zero hunger

• Avoid food waste and increase crop yield
(1/3 of the world’s food wasted; 1 billion people undernourished)

 IoT solutions for smart farming

• Improving agricultural practices 

while preserving natural resources

 IoT solutions for better tracing of goods

 SDG 9: industry, innovation, and infrastructure

• Monitoring and optimizing production processes
(e.g., asset tracking and preventative maintenance)

• Intelligent infrastructure monitoring 

The IoT as a Driver for Sustainability15
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 SDG 13: climate action

 SDG 14: life below water

 SDG 15: life on land

 IoT solutions to help preserving natural resources

 IoT solutions to tackle the effects of climate change 

• Early warning for destructive events and natural disasters

• Mitigating harm to humans and civil infrastructure

The IoT as a Driver for Sustainability16
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 SDG 3: good health and well-being

• Aging population and increasing health costs
(by 2030, 1.5 billion people aged 60+)

 IoT solutions for smart health

• 24/7 monitoring of vital signs & chronic diseases

The IoT as a Driver for Sustainability17
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 SDG 12: responsible consumption & production

• Need to reduce the amount of generated e-waste 
(in 2019, 7.3 kg pro capita; by 2030 a projected 38% increase)

The Other Face of IoT & Sustainability18
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(350 cruise ships to form a line that is 125 km long)

• Less than 20% of e-waste 

is properly recycled

• Mostly illegally traded, dumped 

into landfills, or burned

• Iconic Agbogbloshie "digital 

dumping ground" in Ghana
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 Billions of IoT devices are a big concern w.r.t. e-waste! 

• “IoT devices are still being designed, manufactured, 

and disposed of unsustainably” [Stead et al., 2019]

The Other Face of IoT & Sustainability19
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 The IoT as a driver for sustainability

• Five hundred billion connected devices by 2030

• The United Nation’s sustainable development goals by 2030

 The other face of IoT & sustainability

• An "Internet of Trash" 

• Poor design & dependability

• Limited lifespan of devices

• Large diversity of IoT technologies

 Can cross-technology communication help?

 Summary & takeaway 
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 A plethora of unnecessary gadgets

• Smart bottle openers (posting the # of beers opened on social media) 

• Smart toasters (notifying us once the desired crispness was reached)

• Connected egg trays (telling us about how many eggs are left) 

• Smart salt shakers (activated via voice instead with the finger)

• Smart hair brushes (measuring the strokes’ speed & orientation) 

• ...

An "Internet of Trash"21
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 Wrong mindset: “IoT comforting our lives”

• Our daily comfort should not be the priority

• Yet, we tend to think about that first

An "Internet of Trash"22
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 Often hard to correctly dispose of IoT devices

• Design flaw: not keeping recycling in mind

• Electronics is hidden into an everyday object 

• Batteries hidden in the device 
(often not replaceable / hard to remove)
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Ability to keep IoT Devices up-to-date24

 Many devices do not support any  

over-the-air firmware update capability

• Cannot cope with changing customer demands

• Exposure to security 

threats & vulnerabilities

• Fueling IoT botnets like 

Mirai, Persirai, and Kaiji

Image from aspida.org

Update
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Ability to keep IoT Devices up-to-date25

 Many devices do not support any  

over-the-air firmware update capability

 Often linked to the severe memory constraints of some 

IoT devices, which embed just a few kB of RAM/ROM

More info: A. Langiu et al. UpKit: An Open-Source, Portable, and Lightweight Update Framework 

for Constrained IoT Devices. In Proceedings of the 39th IEEE ICDCS Conference. 2019. 

Update

• Support for popular OS 
(Contiki-NG, RIOT, Zephyr)  

• Support for off-the-shelf HW 
(nRF52840, CC2650, CC2538) 

• Supporting many crypto-libraries 
(TinyDTLS, tinycrypt, CryptoAuthLib)

• Supporting push/pull approaches 

with 20 kB RAM & 80 kB ROM

http://www.carloalbertoboano.com/documents/langiu19upkit.pdf


 Coexistence is difficult in the freely-available ISM bands

Robustness to RF Interference26

Source: devrant.com

Source: Wetzker et al.

• Example: the 2.4 GHz band 

• Frequencies are shared by 

devices employing Wi-Fi, 

Bluetooth classic / low energy, 

IEEE 802.15.4, ZigBee, 

OpenThread, … 

• Frequencies disturbed by the 

operations of home appliances 

such as microwave ovens

Source: https://www.amazon.com/gp/help/customer/display.html?nodeId=GF7HA8GERSJGPCGE

https://devrant.com/rants/4186069/dev-my-neighbours-have-so-many-fucking-iot-devices-that-they-basically-fuck-over
http://www.carloalbertoboano.com/documents/wetzker16coexistence.pdf
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 Coexistence between UWB

Robustness to RF Interference27

Transmission power of Wi-Fi 6E 
access points can be up to 27 dBm

UWB devices should have a maximum equivalent 
isotropically radiated power of -41.3 dBm/MHz <<

vs.

Image from 3D Warrior

and Wi-Fi 6E devices

https://3dwarrior.net/tp-links-radical-wi-fi-6e-router-looks-like-a-self-adjusting-80s/


 Coexistence between UWB and Wi-Fi 6E devices

• We set up a testbed to study coexistence issues experimentally
(across a large hallway of 130 m2 and inside an office room of 30 m2)

Robustness to RF Interference28

More info: H. Brunner et al. Understanding and Mitigating the Impact of Wi-Fi 6E Interference on Ultra-Wideband Communications and Ranging. In Proceedings of the IPSN’22 Conference. 

• An UWB node 

broadcast packets, 

all others measure 

the packet reception 

ratio (PRR)

• Wi-Fi 6E devices 

exchange data using 
iperf or stream a 

YouTube video

http://www.carloalbertoboano.com/documents/brunner22uwbwifi.pdf


 Coexistence between UWB and Wi-Fi 6E devices

• UWB devices close to the Wi-Fi 6E transmitter have a PRR ≈ 0

• Average PRR drops by up to 66% across all testbed nodes 

• Severe implications for UWB-based localization systems
(only 1% of our localization attempts were successful!)

Robustness to RF Interference29
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More info: H. Brunner et al. Understanding and Mitigating the Impact of Wi-Fi 6E Interference on Ultra-Wideband Communications and Ranging. In Proceedings of the IPSN’22 Conference. 
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Planned Obsolescence31

 Many IoT devices have a short replacement cycle

• Explicitly designed to become quickly outdated 

 New-generation devices typically:

• Embed additional features 

and functionalities

• Offer better performance

• Have a nicer aesthetics

• Are more likely to be 

compatible with the latest 

products on the market
Image from ytimg.com
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 Example: obsolete smart home device 

• Smart device compliant to technology A (now getting outdated)

• Latest smart speaker (supporting only technology B, C, and D)

Planned Obsolescence32
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 Often triggered by the unsteadiness of IoT businesses

 Example: company going out of business

• Startup shuts down its services due to financial difficulties 

• Cloud connection no longer available

• Device stops working and becomes 

unusable, although still functional

• Thermostats, Berg’s little printers, ...

• Underlying problem: when a device is 

hardcoded to a specific service, it is 

beholden to that service being available

Sudden Obsolescence33
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 Often triggered by the unsteadiness of IoT businesses

 Example: company acquisition

• Small businesses may be acquired by 

larger companies to avoid competition

• After Google’s Nest acquired Revolv, 

it turned off the cloud service for the

Revolv smart home hub, effectively 

making all existing devices useless

• After Fitbit acquired Pebble, it did not 

take too long until support for the 

Pebble smartwatch app store, 

online forum, cloud development 

tool, and voice recognition ceased

Sudden Obsolescence34
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36 Large Diversity of IoT Technologies

 May require the use of additional devices that act 

as a "bridge" between different technologies

• Example: smart homes and the "gateway problem"

?
Image from thenounproject.com
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37 Large Diversity of IoT Technologies

 Ideal case: direct communication across devices 

• Avoiding gateways altogether 

→ support for any (legacy) device
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 What is CTC?

• Allows direct communication across devices using incompatible 

wireless technologies, but operating in the same ISM band… 

• … without the need of multi-radio gateways or extra-hardware

Cross-Technology Communication39

CTC



 Packet-level modulation: example

• Creating a “side channel” across heterogeneous devices 

by encoding information into the duration of energy bursts

Cross-Technology Communication40

More info: R. Hofmann et al. X-Burst: Enabling Multi-Platform Cross-Technology Communication between Constrained IoT Devices. In Proc. of the 16th IEEE SECON Conference.

http://www.carloalbertoboano.com/documents/hofmann19xburst.pdf


 PHY emulation: example

• Adjusting the payload 

of a frame such that 

a portion of it can be 

recognized as legitimate

• Data can be sent at the 

highest rate supported 

by the receiving technology

Cross-Technology Communication41

 Which approach is best? 

• Implications on data throughput and bi-directionality

• PHY emulation allows a much a higher data throughput, but it is 

technology-specific and is commonly uni-directional only

• Packet-level CTC is slower, but not technology-specific, and 

supports bi-directionality

More info: Jiang et al. BlueBee: a 10,000x Faster Cross-Technology Communication 

via PHY Emulation. In Proc. of the 15th ACM SenSys Conference.

https://dl.acm.org/doi/10.1145/3131672.3131678


Cross-Technology Communication42

Images from wikimedia.org and danalock.com

 Can be used to build gateway-free smart homes!

• Prototype of smartphone communicating with a ZigBee-based 

light bulb and a BLE door lock at the same time using CTC

cross-technology

broadcast

Demo video:

More info: H. Brunner et al. Leveraging Cross-Technology Broadcast Communication to 

build Gateway-Free Smart Homes. In Proc. of the 18th IEEE SECON Conference.

https://youtu.be/whD_H-UynJY

https://upload.wikimedia.org/wikipedia/commons/thumb/c/c5/Ikea_logo.svg/1024px-Ikea_logo.svg.png
https://danalock.com/press-room/brand-assets/logos
http://www.carloalbertoboano.com/documents/brunner21smarthome.pdf
https://youtu.be/whD_H-UynJY


 Enabling support for

a dual network stack

• Only a SW update 

is needed!

CTC to Support Legacy IoT Devices43

Images taken from pngegg.com, clipart-library.com, thenounproject.com, wrdfree.com, and vectorstock.com

More info: C.A. Boano. Enabling Support of Legacy Devices for a more Sustainable Internet of Things. In Proc. of the ACM GoodIT Conference, 2021. 
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CTC for Coexistence Management44

 By exchanging messages across co-located 

devices using incompatible technologies

• Coordinate the channel usage 

• Avoid to mutually interfering with each other

I am using 

Wi-Fi channel 1

Good to know! 

Let me adjust 

my channel map 

accordingly!

OK! I will then use 

ZigBee channel 

24, which does 

not overlap with it!
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• Poor design & dependability

• Limited lifespan of devices

• Large diversity of IoT technologies

 Can cross-technology communication help?

 Summary & takeaway
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 500 billion IoT devices by 2030 

• Essential to solve key global challenges 

and achieving many of the UN’s 

sustainable development goals 

 We need to focus on the sustainable design of IoT 

products, in order to avoid an "Internet of Trash"

• Build useful devices and simplify their recycling 

• Add FOTA mechanisms to keep them up-to-date 

• Ensure robustness to harsh RF environments 

• Avoid hardcoding services that brick the device when shut off

• Avoid the use of gateways & ensure support for legacy devices

• Aim for long-lasting devices and avoid the use of batteries 

whenever possible (consider energy harvesting!)

Conclusions and Outlook46
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your attention!
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