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What did we learn so far?

= Contiki OS & CC2650 SensorTags programming

| ;51 fg

« Wireless communication
(unicast & broadcast) X

o

* Reading sensors

« MAC layer (selected aspects):
Energy-efficiency & Reliability

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016



Dependable IoT Communications ﬂ-gla-j

What did we learn so far?

= Contiki OS & CC2650 SensorTags programming

« Reading sensors %E :

How do we read & control the

SensorTag of another person
from any device in the Web?

« MAC layer (selected aspects):
Energy-efficiency & Reliability

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Agenda

= MAC layer

> - Reliability

* Bluetooth low-energy

» Routing & Application layer
 RPL & Border router

« COAP & MQTT
 Node-Red

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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MAC Layer: Reliability of Transmissions

= Radio interference
« ISM bands are public and shared with other technologies

Zigbee Channels:
2405 2410 2415 2420 2425 24?0 24?5 2440 2445 2450 2455 2460 2465 2470 2475 2480
WiFi Channels: 1 2 3 4 5 6 7 8 9 10 11
MHz: 2401 2406 2411 2416 2421 2426 2431 2436 2441 2446 2451 lowerfrequency

|
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 cem‘erfreqt-zency
2423 2428 2433 2438 2443 2448 2453 2458 2463 2468 2473 t.!pperfrequency

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016



Dependable IoT Communications ﬁ-lﬁ-la"

H MAC Layer: Reliability of Transmissions

» Example of interference mitigation techniques:
Time-slotted Channel Hopping (TSCH)
« Amendment to the existing standard (IEEE 802.15.4e)

 Enhances and adds MAC functionalities to "allow IEEE
802.15.4 devices to support industrial applications”

« Key characteristics
1. Slotted access

“ .
[
- ]
2. Shared and dedicated slots - ‘? ST =
3. Multichannel communication .
4. Frequency hopping o

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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MAC Layer: Reliability of Transmissions

= Example of interference mitigation techniques:
Time-slotted Channel Hopping (TSCH)

1. Slotted access z‘/k

— ~ N\

Unalloclated Slot AIIoca&ed Slot \V @

UV ARRRRN 000 DERRRR RRRRRY "N i ., ¥ |

* Devices are configured with a slot frame
and timeslots to communicate with each other

Slot Frame Cycle
A

 Devices use timeslots to:
— Keep time synchronized

— Time the sequence of operations
(allow enough time to set frequency channel,
listen for and send a packet or ACK)

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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“ MAC Layer: Reliability of Transmissions

» Example of interference mitigation techniques:
Time-slotted Channel Hopping (TSCH)

2. Dedicated and Time One Slot
shared slots —
Channel

offset l

» Links from B to A are dedicated
D and C share a link for transmitting to A

Microsoft Summer School on the Internet of Things (SSIoT)
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MAC Layer: Reliability of Transmissions

= Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

3. Multichannel communication
(each slot on a different channel)

1
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MAC Layer: Reliability of Transmissions

= Example of interference mitigation techniques:
Time-slotted Channel Hopping (TSCH)

4. Channel hopping (after each cycle)

Time
3
=
o CoA CA C>A
3 D>A D>A D>A
c
1]
-
(&)
ASN= [N*4 N*4+1 N*4+2 N'4+3  (N+1)*4 X
N=3 Cycle N Cycle N+1 Cycle N+2
S=4

802.15.4e not the only technology exploiting frequency hopping!
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Bluetooth Low-Energy (BLE) €3Bluetooth’

SMART

» Redesigned PHY layer

BLE PHY layer !'= Bluetooth classic
2.4 GHz ISM band (as Bluetooth classic)

40 Channels with 2 MHz spacing
(adaptive frequency hopping)

3 channels reserved for advertising
and 37 channels for data

Advertising channels selected to avoid
Interference with Wi-Fi

37 0 1 2 3 4 5 6 7 8 9 10 38 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 39

2400 2410

2420 2430 2440 2450 2460 2470 2480
Frequency (MHz)
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Bluetooth Low-Energy (BLE) €3Bluetooth’

SMART

= Data exchange: connection-oriented

 When a device is connected, a link is
maintained even if there is no data flowing

e
‘D T / \ f Etc.
CONNECT_REQ Master Master

Channel 37 Data Channel

<« Advertising event —» «+— (Connection event ----------- >

- N\
Once a connection is established:

« Master informs slave about hopping sequence & wake-up time
« All subsequent transactions are performed in the 37 data channels

» Both devices can go into deep sleep between transactions
o J
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Bluetooth Low-Energy (BLE) GBBIuetog”Eg@

= Data exchange: connection-less

« Broadcaster device: non-connectable advertiser
(e.g., a temperature sensor broadcasting its temperature)

 Observer device: scans for advertisements
but cannot initiate connections
(e.g., remote display receiving temperature data)

Very efficient, given that BLE allows a device to
completely shut down its radio for large period of time

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Bluetooth Low-Energy (BLE) GBBIuetoS%g@

= Data packet

« Common structure for advertising and data channel
Preamble: used for synchronization
Access Address: always Ox8E89BEDG for advertising packets
Packet payload: additional header + actual payload
CRC: 3 bytes value calculated over packet payload

Preamble | Access Address Packet Payload CRC
1 Byte 4 Bytes 2-39 Bytes 3 Bytes
Header Payload
2 Byte < 37 Bytes

Ty
~—
~—
~—
~——
~—
~———
==

PDU Type RFU TxAdd | RxAdd | Length RFU
4 bits 2 bits 1 bit 1 bit 6 bits 6 bits
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Hands-on: BLE on CC2650 SensorTags

= Sending broadcast advertisements
to surrounding BLE devices

" example ble advertiser

« CC2650 periodically broadcasts
his identity and temperature

i T
i C:A\Users\Boano\Desktop\eaIOT, 2016\2-Dependable-IaT-Co... (= /o5 b
| — -

SEMSORTAGL iTEMP=2%7.6893 @ —42

€3 Bluetooth’

e SMART

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BLE on CC2650 SensorTags

» Sending broadcast advertisements
to surrounding BLE devices

" example ble advertiser

« CC2650 periodically broadcasts
his identity and temperature

 Also to your smartphone!

Microsoft Summer School on the Internet of Things (SSIoT)

PO 9 4 u11:44

~

'

nRF Connect

Welcome

The nRF Connect is an application that lets you scan,
discover, and debug your Bluetooth low energy devices.
Go through this short tutorial to learn the new features
available in version 4.0.

Kazan, Russia - 7/7/2016



Dependable IoT Communications 1Y,

MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« EXxploit synchronous transmissions for fast network flooding

« Multiple nodes transmit same packet at the same time and
exploit the capture effect

0.5 S
T, T, o
Ol 111160
% |EEE 802.15.4 I e
e —————————- ! t
modulation \

R T2!|0|1|1|0 eee
A t

R receives packet with high probability if A < 0.5 /1S

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« Exploit synchronous transmissions for fast network flooding
« Multiple nodes transmit same packet at the same time

Initiator

Receivers

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« Exploit synchronous transmissions for fast network flooding
« Multiple nodes transmit same packet at the same time

Initiator ,

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« Exploit synchronous transmissions for fast network flooding
« Multiple nodes transmit same packet at the same time

/ Initiator R

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« Exploit synchronous transmissions for fast network flooding
« Multiple nodes transmit same packet at the same time

/ Initiator X

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches

» Example: Flooding-based protocols (Glossy)
« Exploit synchronous transmissions for fast network flooding
« Multiple nodes transmit same packet at the same time

Clear trade-off:

99.99999

- More nodes transmitting the [ o909}
same packet increase the g o099
chances that it gets received |z %99
&E; 99.9f
* More nodes transmittingthe |8 oo
same packet implies an —
highel’ energy expenditure Maximum number of transmissions N

= J

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Which Approach is the Best?

* EWSN 2016 Dependability Competition
» Hosted during February 2016 in Graz
e 49 authors from 13 countries answered to the call

« 11 international teams strove to provide the most dependable
networking solution for wirelessly networked embedded
systems operating in environments rich with radio interference

International Conference.on Embedded Wireless Systems and Netwaorks
February 15.=17. 2016, TU Graz, Austria

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016



Dependable IoT Communications 1Y,

Evaluation Scenario

= Sensing node in proximity of a light source
(blinking LED)

= Detecting status changes (on/off)

Sensing
Node

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Evaluation Scenario

= Sensing node in proximity of a light source
(blinking LED)

= Detecting status changes (on/off)

N — —, = Forwarding them to a sink node

Node

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Evaluation Scenario

* Repeatable RF
Interference generated
In the surroundings

Sensing
Node

Microsoft Summer School on the Internet of Things (SSloT) pin U U




Dependable IoT Communications 1Y,

Evaluation Metrics

= Solutions have been evaluated according to three criteria:

1. Reliability of transmissions

— Number of changes in the LED status that were missed
(.e., that were not correctly reported to the sink)

= Sink node

== Blinking node

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Evaluation Metrics

= Solutions have been evaluated according to three criteria:
2. End-to-end latency

— Time necessary to communicate a change
In the LED status to the sink node

— Measured with microseconds precision
using GPS timestamps

= Sink node

== Blinking node

P!
{9 I N

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Evaluation Metrics

= Solutions have been evaluated according to three criteria:

3. Energy-efficiency

— Power consumed by all nodes in the network
(measured in hardware every every 25 us)

Current

15

|V o 0 VA W Vi

01:00:30 01:00:40 01:00:50 01:01:00 01:01:10 01:01:20 01:01:30 01:01:40 01:01:50 01:02:00 01:02:10 01:02:20 01:02:30 01:02:40

= Imp116.current Avg: 9.426

Energy Voltage

01:00:30 01:01:00 01:01:30 01:02:00 01:02:30

e N

AR HRA R LA PLLL

01:01:10 01:01:20 01:01:30 01:01:40 01:01:50 01:02:00 = |mp116G.voltage Avg: 4.851

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Results

= Team #08 R

* Reliability through TSCH

B and Flooding-based Routing  team ---
Thomas Watteyne, Pradipta Gosh, Team ---
Bhaskar Krishnamachari, et al. Team --- , , , , ]
0 20 40 60 80 100
RELIABILITY

76.74 %:;

56.01 %

Team 08} | 87.261 ms

867.912 ) . Team 07} | 70.208 ms
Team 10 637.879) 1 Team 10 1
Team --- 988.28 ) 1 Team --- 1260.141 ms
Team --- 958.606 ) Team --- 1
Team --- Team ---
Team --- Team ---
Team --- ‘ ‘ ‘ , , , ‘ 1 Team --- , ‘ , .
0 200 400 600 800 1000 1200 1400 1600 0 500 1000 1500 2000

ENERGY LATENCY
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Results

76.74 %
= Team #03 Team 10 69.1 %
« Chaos (Glossy-based) oam 774 %
- Beshr Al Nahas and Team --- 56.01 %
Olaf Landsiedel Team =--
Team --- , . . . ]
0 20 40 60 80 100
RELIABILITY

Team 03 129.219 ms

698.594 J 1
: | Team 08} | 87.261 ms

867.912 ) Team 07} | 70.208 ms
Team 10 637.879) 1 Team 10 1
Team --- 988.28 ) 1 Team --- 1260.141 ms
Team --- 958.606 ) Team ---
Team --- Team ---
Team --- Team ---
Team --- ‘ ‘ ‘ , , , ‘ 1 Team --- , ‘ , .
0 200 400 600 800 1000 1200 1400 1600 0 500 1000 1500 2000

ENERGY LATENCY
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Results

76.74 %!
= Team #11 Team 10 69.1 %
- Flooding using Glossy oam 76.74 %)
with Channel Hopping Team --- 56.01 %
Philipp Sommer and Team ---
Yvonne-Anne Pignolet Team --- , , , , ]
0 20 40 60 80 100
RELIABILITY
Team 11f " 1644.244) ||

129.219 ms
87.261 ms
70.208 ms

Team 08
867.912 ) Team 07
637.879 ) - Team 10

Team 10

Team --- 988.28 ) 1 Team --- 1260.141 ms
Team --- 958.606 ) Team --- 1
Team --- Team ---
Team --- Team ---
Team --- ‘ ‘ ‘ , , , ‘ 1 Team --- , ‘ , .

0 200 400 600 800 1000 1200 1400 1600 0 500 1000 1500 2000

ENERGY LATENCY
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Agenda
|
|

= Routing & Application layer
 RPL & Border router
« CoAP & MQTT
 Node-Red

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Routing in Low-power & Lossy Networks

= How to create a mesh network
and connect it to the Internet?

Border
Router

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Routing In Low-power & Lossy Networks

* RPL: Routing Protocol for low-power & lossy networks

* Builds a DODAG towards a sink or 6LBR (DODAG root)
— Routes are computed based on a distance-vector protocol
— Routes optimized for multi-point to point data delivery

e’ = @

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Routing In Low-power & Lossy Networks
\
= Our architecture | ©,
for this course VirtualBox w
(J = example_node-red
I W@ GLBR-SSIOT16-vll.ova
|r5 4 E&;:mfllﬂe_n_ﬂdel::d
N L s ‘\ TS )))) EEbslip-radiu
(@ upload |

Lo H

SLIP Radio /

@Virtuawox

)
6LBR

Border Router (6LOWPAN <& IPVv6)

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags
S

g

OO D CEE G

One BR 0 0 0 0 0 0 0 0 0 0 0 0

0 0 0

per group

1 2 3 4 S5 6 7 8 9 10 11 12

13 14 15
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Hands-on: BR on CC2650 SensorTags

Each group
on different
channel

There are 16
channels in the
2.4 GHz band
(11 - 26)

STAGE@

0

0

0

0 0
0 0
@D
0 0

10 M

12

13 14 15
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Hands-on: BR on CC2650 SensorTags

* One SensorTag connected to PC as BR:
upload the slip-radio

« Change channel in project-conf.h accordingly

#define PROJECT_CONF_H_

#define CC26XX_RF_CONF_CHANMNEL 25

#undef QUEUEBUF_CONF_NUM

& Create Make Target ﬂ
Target name:  upload|
4 = example_nocde-red

Make Target

[ = ccdboe-web-demo sl

. . [¥] 5ame as the target name
- E‘I? SIIP-rEdID Make target: | upload
(©) upload|

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

= Border router PC: install VirtualBox and extensions

* Run the provided virtual machine 6LBR-SSIOT16-v1.1.ova

‘\

g virtwasox | w

N W 6LBR-55I0T16-v1.1.0va

@Virtuamox
_—l
)

SLIP Radio /

« Username & password:
user

)

6LBR

Microsoft Summer School on the Internet of Things (SSloT) Kazan, Russia - 7/7/2016
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Grazm

Hands-on: BR on CC2650 SensorTags

= Border router PC: install VirtualBox and extensions
* Run the provided virtual machine 6LBR-SSIOT16-v1.1.0va

 Username & password: )
user g VirtualBox + &
i 7 g
@ Import Virtual Appliance . — J
S \ W GLBR-SSIOT16-v1.1.0va

Appliance settings

)

These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-dicking
on the items and disable others using the check boxes below,

|

Description Configuration = @ VirtualBox
Virtual System 1 |E
& Name 6LBR-SSIOT16_1 ] H
& Product 6LEBR - border router appliance for 5510T16 | . / \
& Product-URL https://www.microsoft.com,/en-us/research/e... S LI P Rad 10
@ Vendor Institure for Technical Informatics - Graz, Univ...
@ Vendor-URL httpe:/ /www.iti tugraz.at 6 L B R
@ Version 11 -

[
[7] Reinitizlize the MAC address of all netwark cards _ I
Appliance is not signed -

’RestoreDeﬁuIts][ Import ]’ Cancel ]

§ Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

= Border router PC: install VirtualBox and extensions

« This VM has two NICs: one for internet access (NAT)
and one for access to the Web-If

 Runs Cetic 6LBR: https://github.com/cetic/6lbr/wiki

 When SensorTag attached, there is a USB filter
rule that should automatically pass it through

oy @ [ @ [ srerecrms ||

" @8 USB Settings...

v Texas Instruments XD5110 (02.03.00.01) with CMSIS-DAP [0100]
Chicony Electronics Co., Ltd. Integrated Camera [0029]
Genenc EMV Smartcard Reader [0120]
Sierra Wireless, Incorporated Sierra Wireless EM7455 Qualcomm Snapdragon X7 LTE-A [0006]
Validity Sensors, Inc. [0164]

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

» Sensors: upload the cc26xx-web-demo

-

4 = example_node-red
4 [ cc2boc-web-demo
(= img
== resources
(@ upload |
[» [= slip-radio

« Change channel in project-conf.h accordingly

i
/* Change to match your configuration */
#define NETSTACK _CONF_RDC contikimac_driver
#define IEEE&02154 CONF_PANID BxABCD
Bdefine CC26XX_RF_CONF_CHANNEL 25
#define CC26XX_MODEL_CONF_CPU_VARIANT 26508
#idefine CC26XX_RF_CONMF_BLE SUPPORT 1
=)
: & Create Make Target M
Target name:  upload|
Make Target

Same as the target name
Make target: | upload

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

» Sensors: upload the cc26xx-web-demo

« Change DEVICE NAME and BROKER IP
INn project-conf.h accordingly

/%
* Node-RED specific configurations
*/
J [ #defmenBRCE Ll TP "3064: T10b: 0000 0000 : 0006 : 0808 :b8ac:7cbd"” IBM Quickstart Demo
#idefine] BROKER_IP "poc4d:f{fob:06000:0000:0000:00800:c8a8:3801" // 192.168.56.1 --> CBOAB:3801
#definel DEVICE_NAMER"Carlo Alberto"
%} VirtualBox Host-Only Network
= Enabled
@27 VirtualBox Host-Only Ethernet Ad...
192.168.56.1 = c0a8:3801 Cornecton spechc O
- Descrption VirtualBax Host-Only Bthemet Adapter
Calculator [ESREE Prysical Address 0A-D0-27-00-00-36
— DHCP Enabled .
Select the IP o [ by | | v dtes 216851
‘ IPvd Subnet Mask 255,255 255.0
address of the ° I | s oot Gy
I gg% 2008 0GR 00080 40?09 2008 0OB0 %gg IPvd WINS Server |
notebOOk used gelwe 8080 0808 B000 elxsaoe [1:T=- I T oeog NetBIOS over Tepip En...  Yes B
— IPwE Address bbb e037:5a22:5977 7d16
as aborder | = e e s ||
| | ©oa pam | ) S S IPVE Defaut Gateway )
router! I I e ) )] -
 quors D[4l 5][6] ] FecO.0:04:3%1
| oo Ell 1 ]l2 ) s Jlmall
; Oete | et — = [ Cose ]
Microsoft Summer School on|| = FIl_ o J[.
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Hands-on: BR on CC2650 SensorTags

= Border router PC: run 6LBR from W 6LBR-SSIOTI6 . 1.ove
. . B FirefoxPortable 7z
prOVIded F|refOX browser Emﬂsquitto.?z
Enodered.?z
 This browser has CoAP installed o

a Oracle VM _VirtualBox_Extension_Pack-5.
@ VirtualBox-51.0-108711-Win.exe

« After max. 60 seconds, you should
be able to access http://[bbbb: :100]

( )
 If not, log in using username: user and password: user

e tail —-f /var/log/6lbr.log
(if it says fetching MAC address unplug and re-plug your SensorTag)

e |If that does not work, contact the assistants

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

= Border router PC: run 6LBR from
provided Firefox browser

/ [ Info- 618R x \

MarkUs] mﬁlg

€« C f [ [bbbb:100]

6LBR
6Lowpan Border Router

System  Sensors Status Configuration Statistics Administration

br.local
(Contiki-develop-20160421-26-gc09decd)

» Clicking on Sensors shows you a list
of all SensorTags connected to the BR

HW address : 2:0:6:88:61:7
Address : bbbb::100

Local address : fe80::6ff:ff88:6107
IP64 Address : 192.168.145.202

wa OM

6LBR By CETIC [documentation))
This page sent 1 times [0.19 sec)

Microsoft Summer School on the Internet of Things (SSIoT)

Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

= Border router PC: run 6LBR from
provided Firefox browser

/ [Y Sensors - GLER x"‘\ [ hitpy/[aaaaz212:4b00:680 X 9 &

€ - C A [ [bbbb:100)/sensors.html

6LBR
6Lowpan Border Router

System  Sensors Status Configuration  Statistics Administration

Sensors MNodetree PRR Parent switch Hop count

Sensors

Sensors list

Up Down Last
PRR PRR seen

100.0% | 100.0%

Status

Node Type | Web | Coap | Parent

OK

fe80::212:4b00:688:6107

aaaa::212:4b00:689:eb89

Actions

Reset all statistics

« After some time your neighbors nodes will show up in this list and

some time later the 6lbr client in the demo will send PRR statistics

Microsoft Summer School on the Internet of Things (SSIoT) Kazan, Russia - 7/7/2016
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Hands-on: BR on CC2650 SensorTags

= Border router PC: run 6LBR from
provided Firefox browser

= Sensors connected to the border router
should have no LED blinking:

I3 TExAs

« Green LED flashing fast: ¥ INSTRUMENTS
Looking for network %

« Green LED flashing slow:
Searching for MQTT server

« Green LED not flashing:
connected

* Red LED should be off
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Dependable IoT Communications Graza
Agenda
|
|

= Routing & Application layer

> « CoAP & MQTT
 Node-Red
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Dependable IoT Communications 1Y,

Architectural Approach for the IoT

= Web solutions hardly applicable, as they do
not meet the constraints of smart objects

Object/Data Models (HTML, XML, JSON, SOAP) - How can smart h
( HTTP, FTP, SMTP, SNMP || objects be part of )
- i the WWW? O
UDP, TCP AN /
\ P (RPL) ]
Data Link / \ 6lo
Serial . LigBee
Modem l‘ o e f @ ] G3fIE .
r € WAVE
]
E:It-g% Ln _I?t WiFi LQR a ea B|U8t089w!!}!;l
k WirelessHART
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Architectural Approach for the loT

» Example: HTTP uses typically TCP + XML
« Several hundred bytes - Tens of IEEE 802.15.4 frames

7 HTTP HTTP HTTP/1.1 200 OK
Client Server ..

Content-Length: 323
Content-Type: text/xml; charset=utf-8

<?xml version="1.0" 2>
D it <Tx5xxSample
--------------------------------- - <passKey>13960932</passKey>
<device>4145</device>
<temp>1.4</temp>
> <relHum>91.9</relHum>
HTTP 200 OK (application/xml) <compQuant>0.3</compQuant>
- <pressure>=-9999</pressure>
<alarms>hi,no,no,no</alarms>
o <compType>Dew point</compType>
.......... T.C.E ? -_v!a_y_tgr_rrllr_\a_bgg i <tempU>C</tempU>
<pressureU>n/a</pressureU>
<timer>60</timer>
</Tx5xxSample>

HTTP GET /light
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Dependable IoT Communications 1Y,

Architectural Approach for the IoT

» Lightweight application protocols available
(e.g., COAP & MQTT)

Object/Data Models (HTML, XML, JSON, SOAP) [ Binary, JSON, CBOR, ... J
( HTTP. FTP, SMTP, SNMP \ [ CoAP. MQTT, XMPP., ...
UDP, TCP J( UDP, DTLS
: P (RPL)
Data Link / \ 6lo
Sel‘la| g e zl Bee
Modem l‘ : 7 @ s A'ﬂcnce
o y
E;g(e)rbn_l?t WiFi L§Ra‘“ 3) Bluetooth
_ WirlesstART )
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CoAP: Constrained Application Protocol

= CoRE: Constrained RESTful Environments
- REST >

lient

HTTP

- HTTP
Thi=.

(T

I

Server

(=
i CoAP
i 1

Server

The Internet Constrained Environments

https://tools.ietf.org/wg/core/
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Dependable IoT Communications ﬁ-IG-U

CoAP: Constrained Application Protocol

* Framework for resource-oriented applications
Intended to run on constrained IP networks

Similar to HTTP, but optimized for
low-power and lossy networks

Request/response communication model
Support for asynchronous message exchange
UDP binding with reliability and multicast support
GET, POST, PUT, DELETE methods

Small, simple header < 10 bytes

Discovery of resources hosted by a server
(in CoRE link format): Q00+
GET /.well-known/core 1 ET F

https://tools.ietf.org/wg/core/
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Dependable IoT Communications 1Y,

Hands-on: BR on CC2650 SensorTags

= Using CoAP

aMarkisE —:.—-El-g
v D Sensors - 6LBR )(-"‘\ D http://[aaaa:212:4b006E. X 3 C

€« C i [ [bbbb:100)/sensors.h

6LBR * Clicking on Sensors shows you a list

6Lowpan Border Router
System  sensors  Status  Configurat of all SensorTags connected to the BR

Sensors MNode tree PRR  Parent swit

Sensors

Sensors list

] I Up Down
Node Parent PRR PRR Status

aaaa::212:4b00:689:eb89 fe80::212:4b00:688:6107 | 100.0% | 100.0% OK

Actions

Reset all statistics

ELER By CETIC [documentation )
This page sent 17 1
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Hands-on: BR on CC2650 SensorTags

» Using CoAP to discover all available devices

V& s CER

6 i coap://[aaaan2l2:4b00:69e:d580]:5683/1t/g
A=Y Discover ked post (4 put Y petere ) Observe | Paytoad [Ted ~

[aaaa::212:4b00:69e:d589]:5683 (RTT: 153ms)

2.05 Content
@ Dhscover

a " [aaaa:212:4b00:69e:d5... “ Header Value
a @ well-known Type Acknowledgment
B core Code 205 Content
4 @ dev Message ID 1068
@® ble_advd Token empty
@ cfg_reset Payload
2@ mdi & Incoming | (3 Rmdgmd| |U Qutgg'mg]
@® hw
@ sw
@ uptime
2(® 1 =
@9
®-
a(@® sen
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Hands-on: BR on CC2650 SensorTags

» Using CoAP to discover all available devices

| e | (i) coap://[aaaa:?] 2:4h00:688:401):5683/ well-known/core
Payload ml Behavior -

L‘J Discover @ Ping a GET
[aaaa:212:4b00:688:401]:5683

2.05 Content (Blockwise) (Download finished)

DELETE Observe

a4* [aazan212:4b00:688:40.,, = Header Value Option
2 @) well-known Type Acknowledgment Content-Format
) core 2.05 Content Block2
+ @ dev D 8393
@ ble_advd Token empty
@ cfg_reset Combined Payload (1183)
4@ mdl () Incoming | k2 Rendered | | || Outgoing
/.well-known/core
@ sw
ot 40
@ uptime
2@t = /sen/batmon/temp
@ g | m title: Battery Temp
@ r mrt: C
2@ sen /sen/batmon/voltage
ﬂ@ bar u title: Battery Voltage
@pre —
H 4
@ temp -
dev/mdl/hw
a @ batrmon / /!
@ temp = title: Hardware version
- "t ted
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ﬁ Hands-on: BR on CC2650 SensorTags

» Using CoAP to toggle the red LED of other SensorTags

'[-_ﬂ [2222:212:4b00:69e:d589]/1.. * | Sensors - GLER
(- i) coap://laaaa:212:4b00:69e:d589):5683/1t/ g
L-j Discover (©) Ping | (G GET (L] PoST
[aaaa::212:4b00:69e:d589]:5683 (RTT: 153ms)

2.05 Content

e B Obsmg| Payload @

a ;> [aaaa:212:4600:69e:d5... = Header Value
a @ well-known Type Acknowledgment
B core Code 205 Content
4 @ dev Message ID 1068
@® ble_advd Token empty
@ cfg_reset Payload
o &) Incoming | £ Rendered| |4 Outgu'mg]-
@ hw 1
® sw
@ uptime
a It - - H
Po. « Clicking on Sensors shows you a list
@ of all SensorTags connected to the BR

2 (®) sen
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MQTT. Message Queuing Telemetry Transport

= Publish/Subscribe messaging protocol
* Designed for lightweight M2M communications
» Client/server model

— Every sensor is a client and connects to a server
(known as a broker, over TCP)

— Every message is published to an address
(known as topic)

— Clients may subscribe to multiple topics

— Every client subscribed to a topic receives
every message published to the topic
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MQTT. Message Queuing Telemetry Transport

= Publish/Subscribe messaging protocol
« Example: broker forwards messages to all subscribed clients

* The publisher/subscriber model allows MQTT clients to
communicate one-to-one, one-to-many, and many-to-one

ClientC
‘ subscribe "temperature" "temperature" = "22.5"
Broker
subscribe "temperature publish “temperature” “22.5" "temperature" = "22.5"
- o
— S ——
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Dependable IoT Communications

Hands-on: BR on CC2650 SensorTags

= MQTT example: run the Mosquitto broker
« Extract Mosquitto zip file and run mosquitto.exe

CAUsers\Boano\Desktoph\S5I0T_2016%3-Dependable-loT-Communications-Part2ymosquittomosg... | = | & |£h]

m "
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Grazm

Hands-on: BR on CC2650 SensorTags

= MQTT example: subscribing to any topic (#)

[~ WED=UCTNIO/ PTOJCLTCONTLN = TUIPSC OUN
R ——— | = g
Run IWindow] Help e Vicw
. 6' New Window - - - - m
Editor » A B Ant
i m h) project-confh 232 P n
Appearance »
.' e L -\_ 2014 Toseoe. T ool n;nmnnts ] P E‘? APITDD'S
Show View » Bg C/C++ Projects = bl GCes
: | . = CVS
Perspective » | B Console Alt+Shift+Q, C
| a [» = General
Navigation » ‘ f Include Browses [ = Debug
| ©  Make Target el b (= Help
Preferences | g Navigator F/ B = Java
I5THderine NE | - : BC_d [» (= lawva Browsing
= Outl Alt+Shift+Q, O =
36 #define IE|™ o +Shift+Q 4 (= M2M
37 #define CC % Problem Details ©2 Paho MQTT Exerciser
38 #define CC (5. Problems Alt+Shift+Q, X b = Make
39 #define CC (5 Project Explorer b (= Plug-in Development
409 [Feccecca-a ' [C] Properties s b = Team
41 /* Enable/| © search AltsShift+Q, S F™MO
42 #define CC .. T
~ | v Tasks
43 #idefine CC T
44 $define CC Other... Alt+Shift+Q, Q R
45 #define CC. [ ok ][ concel
46 [¥-c--ccciccciecmmccicmmsmemmseccmmscsanq

* Opening Eclipse’s Paho MQTT Exerciser
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Hands-on: BR on CC2650 SensorTags

= MQTT example: subscribing to any topic (#)
* Opening Eclipse’s Paho MQTT Exerciser

'um{ [C++ - ssiot_2016/example_node-red/cc26xx-web-demo/project-conf.h - Ec

File Edit Source Rdacgor ' hgj gm dp
'rgv Iav’(;vw\'@v&?ng‘fv@v'#vOVQv.L

S I*| Problems | Tasks [ Console [] Properties 2 Paho MQTT Exerciser 32

) « B6LBR PC: localhost
Broker address: localhost —
ey wf.: « Sensors: Wi-Fi
Username: address Of 6LBR PC
Password:
Keep Alive: 30
Clean Session: V]
LWT Enable: =
LWT Topic:
LWT Message:
LWT QoS: 0~
LWT Retain: El
[ Connect ] [ Disconnect ]
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Ty

ﬁ Hands-on: BR on CC2650 SensorTags

= MQTT example: subscribing to any topic (#)
* Opening Eclipse’s Paho MQTT Exerciser

Eile Edit Source Refactor Mavigate Segrch Project Bun

]

Window Help

O LTS S S i T ey [ Y O ridE Y Oy Qv e T G Ry e

|*! Problems J| Tasks [ Console [T] Properties %5 Paho MQTT Exerciser 53

| Connection | Publish | Subscribe |
Subscribe
Topic: =
QoS 0 -
Subscribe Unsubscribe |

[2016/07/719 02:46:36.847] Attempting
[2016/07/19 02:46:36.854] COMMECTED =
[201&6/07/19 02:46:46.620] SUBSCRIBE
Topic: Hgn

Das: 0

Microsoft Summer School on the Internet of Thin

[2016/07/19 02:50:56.805] Actempting to connect to broker: tcp://localhost:1883
[2016/07/19 02:50:56.840] CONMNECTED - Client ID: carlo

[2016/07/19 02:51:03.35] SUBSCRIBE

Topic: ngn

QosS: 0

[2016/07/192 02:51:17.925] PUBLICATICN ARRIVED

Topic: "iot=-2/eve/acatus/fmc/json”

Payload: "{"d":{"myName":"TI CC2650 SensorTag","Seq £7":5,"Uptime (sec)™:121,"Daf
[2016/07/19 02:51:34.50] PUBLICATION ARRIVED

Topic: "iot-2/evt/scatus/fmc/json"

Payload: "{"d":{"myName":"TI CC2650 SensorTag","Seq &":6,"Uptime (=ec)™:135,"Def

\ 7 7
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Hands-on: BR on CC2650 SensorTags

= MQTT example: publishing data

» Toggling red LED of neighboring SensorTags
« Topic: iot-2/cmd/leds/fmt/Jjson

File Edit Source Refactor Mavigate Search Project Run  Window Help
My ] S rm N @ Gt O Qi
45' * | Problems .| Tasks Console [ | Properties %S Paho MQTT Exerciser 7

({5 | Connection Publish | Subscribe

Publish
Topic: iot-2/emd/leds/fmt/json
Qo% 0 =
Retain: [ ]
Payload: 0

Publish Payload |
File:

Publish File |
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ﬁ Hands-on: BR on CC2650 SensorTags

= MQTT example: publishing data
 Activating buzzer of neighboring SensorTags
e Topic: iot-2/cmd/buzz/fmt/json

B vospne -+ B

File Edit Source Refactor Mavigate Search Project Run  Windew Help
N S-S ~minigar -G~ H~0"Q -
5'. \* | Problems | Tasks [ Console [T Properties &2 Paho MQTT Exerciser i3

Xy |Cnmuﬁm Publish | Sybseribe

Publish
Topic: iot=-2fcmd/buzz/fmt/json
Qos: 0 =
Retaim: ||
Payload: 1

| Publish Payload |
File:

_ PublishFile |
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Questions?
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