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What did we learn so far?2

 Contiki OS & CC2650 SensorTags programming

• Reading sensors

• Wireless communication

(unicast & broadcast)

• MAC layer (selected aspects):

Energy-efficiency & Reliability
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What did we learn so far?3

 Contiki OS & CC2650 SensorTags programming

• Reading sensors

• Wireless communication

(unicast & broadcast)

• MAC layer (selected aspects):

Energy-efficiency & Reliability

How do we read & control the  

SensorTag of another person

from any device in the Web?



Dependable IoT Communications

Kazan, Russia - 7/7/2016Microsoft Summer School on the Internet of Things (SSIoT)

Agenda4

 Hands-on Contiki OS
• Contiki programming

• Sensing

• Wireless communication (IEEE 802.15.4)

 MAC layer
• Energy-efficiency

• Reliability

• Bluetooth low-energy

 Routing & Application layer
• RPL & Border router

• CoAP & MQTT

• Node-Red

&
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MAC Layer: Reliability of Transmissions5

 Radio interference

• ISM bands are public and shared with other technologies
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MAC Layer: Reliability of Transmissions6

 Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

• Amendment to the existing standard (IEEE 802.15.4e)

• Enhances and adds MAC functionalities to "allow IEEE 

802.15.4 devices to support industrial applications“

• Key characteristics

1. Slotted access

2. Shared and dedicated slots

3. Multichannel communication

4. Frequency hopping
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MAC Layer: Reliability of Transmissions7

 Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

1. Slotted access

Slot Frame Cycle

Unallocated Slot Allocated Slot

• Devices are configured with a slot frame 

and timeslots to communicate with each other

• Devices use timeslots to:

– Keep time synchronized 

– Time the sequence of operations 

(allow enough time to set frequency channel, 

listen for and send a packet or ACK)
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MAC Layer: Reliability of Transmissions8

 Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

2. Dedicated and 

shared slots

A

B
C

D

E F

Time

Channel
offset

One Slot

BA

CA

DA

BA

BC

BE

BF

• Links from B to A are dedicated

• D and C share a link for  transmitting to A
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MAC Layer: Reliability of Transmissions9

 Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

3. Multichannel communication

(each slot on a different channel)
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MAC Layer: Reliability of Transmissions10

 Example of interference mitigation techniques:

Time-slotted Channel Hopping (TSCH)

4. Channel hopping (after each cycle)

802.15.4e not the only technology exploiting frequency hopping!
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Bluetooth Low-Energy (BLE)11

 Redesigned PHY layer

• BLE PHY layer  !=  Bluetooth classic

• 2.4 GHz ISM band (as Bluetooth classic)

• 40 Channels with 2 MHz spacing 

(adaptive frequency hopping)

• 3 channels reserved for advertising 

and 37 channels for data

• Advertising channels selected to avoid 

interference with Wi-Fi
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Bluetooth Low-Energy (BLE)12

 Data exchange: connection-oriented

• When a device is connected, a link is 

maintained even if there is no data flowing

Once a connection is established:

• Master informs slave about hopping sequence & wake-up time

• All subsequent transactions are performed in the 37 data channels

• Both devices can go into deep sleep between transactions
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Bluetooth Low-Energy (BLE)13

 Data exchange: connection-less

• Broadcaster device: non-connectable advertiser 

(e.g., a temperature sensor broadcasting its temperature) 

• Observer device: scans for advertisements

but cannot initiate connections 

(e.g., remote display receiving temperature data)

Very efficient, given that BLE allows a device to 

completely shut down its radio for large period of time
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Bluetooth Low-Energy (BLE)14

 Data packet

• Common structure for advertising and data channel

• Preamble: used for synchronization

• Access Address: always 0x8E89BED6 for advertising packets

• Packet payload: additional header + actual payload

• CRC: 3 bytes value calculated over packet payload
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Hands-on: BLE on CC2650 SensorTags15

 Sending broadcast advertisements 

to surrounding BLE devices

 example_ble_advertiser

• CC2650 periodically broadcasts 
his identity and temperature 
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Hands-on: BLE on CC2650 SensorTags16

 Sending broadcast advertisements 

to surrounding BLE devices

 example_ble_advertiser

• CC2650 periodically broadcasts

his identity and temperature

• Also to your smartphone!
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MAC Layer: Other Approaches17

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time and 

exploit the capture effect

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches18

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches19

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches20

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches21

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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MAC Layer: Other Approaches22

 Example: Flooding-based protocols (Glossy)

• Exploit synchronous transmissions for fast network flooding

• Multiple nodes transmit same packet at the same time

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf

Clear trade-off:

• More nodes transmitting the 

same packet increase the 

chances that it gets received

• More nodes transmitting the 

same packet implies an 

higher energy expenditure

http://www.mics.org/Workshop2011/Slides/Ferrari_presentation.pdf
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Which Approach is the Best?23

 EWSN 2016 Dependability Competition

• Hosted during February 2016 in Graz

• 49 authors from 13 countries answered to the call

• 11 international teams strove to provide the most dependable 

networking solution for wirelessly networked embedded 

systems operating in environments rich with radio interference
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Evaluation Scenario24

 Sensing node in proximity of a light source 

(blinking LED) 

 Detecting status changes (on/off)
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Evaluation Scenario25

 Sensing node in proximity of a light source 

(blinking LED) 

 Detecting status changes (on/off)

 Forwarding them to a sink node
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Evaluation Scenario26

 Repeatable RF 

interference generated 

in the surroundings

GIO2
pin
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Evaluation Metrics28

 Solutions have been evaluated according to three criteria:

1. Reliability of transmissions

→ Number of changes in the LED status that were missed           

(i.e., that were not correctly reported to the sink)
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Evaluation Metrics29

 Solutions have been evaluated according to three criteria:

2. End-to-end latency

→ Time necessary to communicate a change                                  

in the LED status to the sink node 

→ Measured with microseconds precision                                   

using GPS timestamps
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Evaluation Metrics30

 Solutions have been evaluated according to three criteria:

3. Energy-efficiency

→ Power consumed by all nodes in the network                       

(measured in hardware every every 25 μs)
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Results31

 Team #08

• Reliability through TSCH

and Flooding-based Routing
Thomas Watteyne, Pradipta Gosh, 

Bhaskar Krishnamachari, et al. 

RELIABILITY

ENERGY LATENCY
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Results32

RELIABILITY

ENERGY LATENCY

 Team #03

• Chaos (Glossy-based)
Beshr Al Nahas and 

Olaf Landsiedel
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Results33

 Team #11

• Flooding using Glossy 

with Channel Hopping
Philipp Sommer and 

Yvonne-Anne Pignolet

RELIABILITY

ENERGY LATENCY
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Agenda34

 Hands-on Contiki OS
• Contiki programming

• Sensing

• Wireless communication (IEEE 802.15.4)

 MAC layer
• Energy-efficiency

• Reliability

• Bluetooth low-energy

 Routing & Application layer

• RPL & Border router

• CoAP & MQTT

• Node-Red

&
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Routing in Low-power & Lossy Networks35

 How to create a mesh network 

and connect it to the Internet? Internet

Border 

Router
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Routing in Low-power & Lossy Networks36

 RPL: Routing Protocol for low-power & lossy networks

• Builds a DODAG towards a sink or 6LBR (DODAG root)

 Routes are computed based on a distance-vector protocol

 Routes optimized for multi-point to point data delivery

BR

R R

R R

R
R

R

RPL

BR

R R

R R

R
R

R
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Routing in Low-power & Lossy Networks37

 Our architecture 

for this course

SLIP Radio

6LBR

Internet

Border Router (6LoWPANIPv6)

+
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Hands-on: BR on CC2650 SensorTags38

We will 

now work 

in groups!

One BR 

per group
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Hands-on: BR on CC2650 SensorTags39

Each group 

on different 

channel

There are 16 

channels in the 

2.4 GHz band

(11  26) 11 12

13

1415

16 17
18

1920

21 22
23

2425

26
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Hands-on: BR on CC2650 SensorTags40

 One SensorTag connected to PC as BR: 
upload the slip-radio 

• Change channel in project-conf.h accordingly
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Hands-on: BR on CC2650 SensorTags41

 Border router PC: install VirtualBox and extensions

• Run the provided virtual machine 6LBR-SSIOT16-v1.1.ova

• Username & password:
user

SLIP Radio

6LBR

+
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Hands-on: BR on CC2650 SensorTags42

 Border router PC: install VirtualBox and extensions

• Run the provided virtual machine 6LBR-SSIOT16-v1.1.ova

• Username & password:
user

SLIP Radio

6LBR

+

Do not tick!
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Hands-on: BR on CC2650 SensorTags43

 Border router PC: install VirtualBox and extensions

• This VM has two NICs: one for internet access (NAT)

and one for access to the Web-If

• Runs Cetic 6LBR: https://github.com/cetic/6lbr/wiki

• When SensorTag attached, there is a USB filter 

rule that should automatically pass it through

https://github.com/cetic/6lbr/wiki
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Hands-on: BR on CC2650 SensorTags44

 Sensors: upload the cc26xx-web-demo

• Change channel in project-conf.h accordingly



Dependable IoT Communications

Kazan, Russia - 7/7/2016Microsoft Summer School on the Internet of Things (SSIoT)

Hands-on: BR on CC2650 SensorTags46

 Sensors: upload the cc26xx-web-demo

• Change DEVICE_NAME and BROKER_IP

in project-conf.h accordingly

192.168.56.1  c0a8:3801

Select the IP 

address of the 

notebook used 

as a border 

router!
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Hands-on: BR on CC2650 SensorTags47

 Border router PC: run 6LBR from 
provided Firefox browser

• This browser has CoAP installed

• After max. 60 seconds, you should 
be able to access http://[bbbb::100]

• If not, log in using username: user and password: user

• tail –f /var/log/6lbr.log 

(if it says fetching MAC address unplug and re-plug your SensorTag)

• If that does not work, contact the assistants
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Hands-on: BR on CC2650 SensorTags48

 Border router PC: run 6LBR from 
provided Firefox browser

• Clicking on Sensors shows you a list 

of all SensorTags connected to the BR
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Hands-on: BR on CC2650 SensorTags49

 Border router PC: run 6LBR from 
provided Firefox browser

• After some time your neighbors nodes will show up in this list and 

some time later the 6lbr client in the demo will send PRR statistics
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Hands-on: BR on CC2650 SensorTags50

 Border router PC: run 6LBR from 

provided Firefox browser

 Sensors connected to the border router 

should have no LED blinking:

• Green LED flashing fast:

Looking for network

• Green LED flashing slow:

Searching for MQTT server

• Green LED not flashing:

connected

• Red LED should be off
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Agenda51

 Hands-on Contiki OS
• Contiki programming

• Sensing

• Wireless communication (IEEE 802.15.4)

 MAC layer
• Energy-efficiency

• Reliability

• Bluetooth low-energy

 Routing & Application layer

• RPL & Border router

• CoAP & MQTT

• Node-Red

&
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Architectural Approach for the IoT52

 Web solutions hardly applicable, as they do 

not meet the constraints of smart objects

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

6lo

(RPL)

How can smart

objects be part of 

the WWW? ?
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Architectural Approach for the IoT53

 Example: HTTP uses typically TCP + XML

• Several hundred bytes  Tens of IEEE 802.15.4 frames
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Architectural Approach for the IoT54

 Lightweight application protocols available

(e.g., CoAP & MQTT)

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

6lo

UDP, DTLS

CoAP, MQTT, XMPP, …

Binary, JSON, CBOR, …

(RPL)
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55

 CoRE: Constrained RESTful Environments

• TODO

https://tools.ietf.org/wg/core/

CoAP: Constrained Application Protocol

https://tools.ietf.org/wg/core/
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56

 Framework for resource-oriented applications 

intended to run on constrained IP networks

• Similar to HTTP, but optimized for 

low-power and lossy networks

• Request/response communication model

• Support for asynchronous message exchange 

• UDP binding with reliability and multicast support

• GET, POST, PUT, DELETE methods

• Small, simple header < 10 bytes 

• Discovery of resources hosted by a server 

(in CoRE link format): 
GET /.well-known/core

https://tools.ietf.org/wg/core/

CoAP: Constrained Application Protocol

https://tools.ietf.org/wg/core/
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Hands-on: BR on CC2650 SensorTags57

 Using CoAP

• Clicking on Sensors shows you a list 

of all SensorTags connected to the BR
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Hands-on: BR on CC2650 SensorTags58

 Using CoAP to discover all available devices
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Hands-on: BR on CC2650 SensorTags59

 Using CoAP to discover all available devices
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Hands-on: BR on CC2650 SensorTags60

 Using CoAP to toggle the red LED of other SensorTags

• Clicking on Sensors shows you a list 

of all SensorTags connected to the BR

1
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MQTT: Message Queuing Telemetry Transport61

 Publish/Subscribe messaging protocol

• Designed for lightweight M2M communications

• Client/server model

 Every sensor is a client and connects to a server                         

(known as a broker, over TCP)

 Every message is published to an address                                  

(known as topic)

 Clients may subscribe to multiple topics 

 Every client subscribed to a topic receives                              

every message published to the topic
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MQTT: Message Queuing Telemetry Transport62

 Publish/Subscribe messaging protocol

• Example: broker forwards messages to all subscribed clients

• The publisher/subscriber model allows MQTT clients to 

communicate one-to-one, one-to-many, and many-to-one
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Hands-on: BR on CC2650 SensorTags63

 MQTT example: run the Mosquitto broker 

• Extract Mosquitto zip file and run mosquitto.exe
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Hands-on: BR on CC2650 SensorTags64

 MQTT example: subscribing to any topic (#)

• Opening Eclipse’s Paho MQTT Exerciser
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Hands-on: BR on CC2650 SensorTags65

 MQTT example: subscribing to any topic (#)

• Opening Eclipse’s Paho MQTT Exerciser

• 6LBR PC: localhost

• Sensors: Wi-Fi 

address of 6LBR PC
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Hands-on: BR on CC2650 SensorTags66

 MQTT example: subscribing to any topic (#)

• Opening Eclipse’s Paho MQTT Exerciser
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Hands-on: BR on CC2650 SensorTags67

 MQTT example: publishing data

• Toggling red LED of neighboring SensorTags

• Topic: iot-2/cmd/leds/fmt/json
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Hands-on: BR on CC2650 SensorTags68

 MQTT example: publishing data

• Activating buzzer of neighboring SensorTags

• Topic: iot-2/cmd/buzz/fmt/json
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Questions?73


