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The World gets Smart(er)9
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https://blog.insurethebox.com/wp-content/uploads/2015/02/connected-cars-940x400.jpg
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10  We’ll rely on IoT

technology to work

dependably 

 Systems expected

to operate reliably

for a long time in 

any environment

Can we blindly 

rely on IoT

technology?
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Can we blindly rely on IoT Technology?11

“The HMI-controlled gantry robot faced a number of unexpected emergency stops. 

Investigations revealed that coexisting wireless devices impaired communication”

 Pilot deployment at the digital factory of TU Chemnitz

U. Wetzker, I. Splitt, M. Zimmerling, C.A. Boano, and K. Roemer. Troubleshooting Wireless Coexistence Problems in the Industrial Internet of Things. In Proc. of EUC 2016.
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Can we blindly rely on IoT Technology?12

“We faced an unexpectedly high energy consumption in the wireless sensors 

installed inside the tarmac due to surrounding radio interference caused by APs”

 Pilot deployment in the streets of Barcelona, Spain

N. Tsiftes, C.A. Boano, et al. Final Integrated Prototype and Experiment. RELYonIT project. January 2015. 
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Can we blindly rely on IoT Technology?13

“[…] the system operated correctly only during night. Barely 50% of the packets 

were received during daytime because of temperature fluctuations”

 Pilot deployment of an IoT building 

monitoring system in Madrid

C.A. Boano, K. Römer, and Nicolas Tsiftes. Mitigating the Adverse Effects of Temperature on Low-Power Wireless Protocols. In Proc. of IEEE MASS 2014.
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Can we blindly rely on IoT Technology?14

“At 15th of July the whole system went off-line due to failure of the 

wireless repeaters invoked by high temperatures”

 Pilot deployment of an IoT irrigation system in Pistoia

J. Balendonck, J. Hemming, et al. Sensors and wireless sensor networks for irrigation management under deficit conditions (FLOW-AID). In Proc. of AgEng 2008.
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Can we blindly rely on IoT Technology?15

 When the failure goes viral…

https://www.youtube.com/watch?v=-BTDM9-ktgY

https://www.youtube.com/watch?v=-BTDM9-ktgY
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Focus of this Course: Networking16

 Goal: understanding “hands-on” with Contiki

what is going on in the protocol stack and 

how to build dependable IoT applications

Transport

Presentation

Network

Data Link

Session

Application

Physical

Transport (Host to Host)

Network (Internet)

Application

TCP/IP Model

Ethernet, Wi-Fi Network Interface (Link)

HTTP, FTP

Telnet, NTP

DHCP, Ping

TCP, UDP

IP 

OSI Model Protocols & Services
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Agenda17

 Dependability as the 

IoT grand challenge

 Architectural approach for the IoT

• New protocol suite:

TSCH, 6LoWPAN, CoAP, MQTT…

 Dependability at the MAC layer

• Energy-efficiency

• Reliability

• Example of SoA protocols

(TSCH, Glossy, …)

• EWSN 2016 dependability competition

&
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Dependability and the IoT Challenge20

 “Dependability is the measure of a system's availability, 

reliability, maintainability, and, in some cases, other 

characteristics such as durability, safety and security”

 Interconnecting smart objects 

dependably is challenging!

• Low-cost tiny devices

• Limited resources 

(computing, memory, storage)

• Energy constraints

A. Avizienis et al., "Basic Concepts and Taxonomy of Dependable and Secure Computing," IEEE Transactions on Dependable and Secure Computing, 2004.

Device

level

http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?&arnumber=1335465
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 “Dependability is the measure of a system's availability, 

reliability, maintainability, and, in some cases, other 

characteristics such as durability, safety and security”

 Interconnecting smart objects 

dependably is challenging!

• Large scale networks

• Individual addressing of nodes

• Amount of generated data

• Lossy environment

Dependability and the IoT Challenge22

A. Avizienis et al., "Basic Concepts and Taxonomy of Dependable and Secure Computing," IEEE Transactions on Dependable and Secure Computing, 2004.

Network

level

http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?&arnumber=1335465
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Dependability and the IoT Challenge23

 “Dependability is the measure of a system's availability, 

reliability, maintainability, and, in some cases, other 

characteristics such as durability, safety and security”

 Interconnecting smart objects 

dependably is challenging!

• Diverse requirements

• Diverse technologies

• Maintenance

• Evolvability / Extensibility

A. Avizienis et al., "Basic Concepts and Taxonomy of Dependable and Secure Computing," IEEE Transactions on Dependable and Secure Computing, 2004.

Non-technical 

challenges

http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?&arnumber=1335465
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Dependability and the IoT Challenge24

 Towards the real IoT: many "vertical" solutions

• Interaction with capable devices via proprietary systems

Business 

Application

Business 

Application

Business 

Application

Existing

infrastructure

Existing

infrastructure

Existing

infrastructure

Dedicated

devices

Dedicated

devices

Dedicated

devices

• Highly 

optimized!

• Operate in 

isolation

• Inefficient 

• Do not 

scale well
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Dependability and the IoT Challenge25

 Towards the real IoT: many "vertical" solutions

• 1999: the WSN community initially rejects the IP architecture

http://web.stanford.edu/class/cs240e/papers/ipv6-sensys08.pdf

https://www.isi.edu/~johnh/PAPERS/Estrin99e.pdf

 “Resource constraints may cause us to 

give up the layered architecture”

 “It is reasonable to assume that networks of sensors

can be tailored to the application at hand”

http://web.stanford.edu/class/cs240e/papers/ipv6-sensys08.pdf
https://www.isi.edu/~johnh/PAPERS/Estrin99e.pdf
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Dependability and the IoT Challenge26

 Towards the real IoT: many "vertical" solutions

• 1999: the WSN community initially rejects the IP architecture

https://cms.hit.edu.cn/pluginfile.php/90655/mod_resource/content/1/8-ipv6.pdf

https://cms.hit.edu.cn/pluginfile.php/90655/mod_resource/content/1/8-ipv6.pdf
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Converging to the IP Architecture27

 Community converging to distributed intelligence and 

actions across standardized networks and interfaces

Business 

Application

Business 

Application

Business 

Application

Converged network infrastructure

Devices Devices Devices

Service infrastructureWeb of Things

IP(v6) for Smart Objects

Interoperability using the 

IP protocol architecture
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Converging to the IP Architecture29

 30+ years experience: stable architecture 

deployed and working on a large-scale!

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS
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Converging to the IP Architecture30

 30+ years experience: stable architecture 

deployed and working on a large-scale!

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

?



Dependable IoT Communications

Kazan, Russia - 7/7/2016Microsoft Summer School on the Internet of Things (SSIoT)

Converging to the IP Architecture31

 30+ years experience: stable architecture 

deployed and working on a large-scale!

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

802.15.4

Zigbee

• 802.15.4 has a link MTU 

of 127 bytes

• IPv6 requires a minimum 

link MTU of 1280 bytes!
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Converging to the IP Architecture32

 30+ years experience: stable architecture 

deployed and working on a large-scale!

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

802.15.4

Zigbee

6LoWPAN

• 6LoWPAN: encapsulation, 

header compression and 

optimizations to allow 

IPv6 over 802.15.4
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Converging to the IP Architecture33

 30+ years experience: stable architecture 

deployed and working on a large-scale!

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

6lo

IP

• 6lo: IPv6 over networks of 

resource-constrained nodes 

https://tools.ietf.org/wg/6lo/

https://tools.ietf.org/wg/6lo/
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Converging to the IP Architecture34

 6lo: IPv6 over Networks of Resource-constrained Nodes 

https://datatracker.ietf.org/wg/6lo/documents/

https://datatracker.ietf.org/wg/6lo/documents/
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Converging to the IP Architecture35

 6lo: IPv6 over Networks of Resource-constrained Nodes 
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Converging to the IP Architecture36

 6lo: IPv6 over Networks of Resource-constrained Nodes 
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Converging to the IP Architecture37

 6lo: IPv6 over Networks of Resource-constrained Nodes 
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?

Architectural approach for the IoT38

 Web solutions hardly applicable, as they do 

not meet the constraints of smart objects

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet
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Ethernet
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100bT
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Architectural approach for the IoT39

 Web solutions hardly applicable, as they do 

not meet the constraints of smart objects

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11

WiFi802.3a

Ethernet

10b2

802.3i

Ethernet

10bT

802.3y

Ethernet

100bT

802.11a

WiFi802.11b

WiFi802.11g

WiFi802.11n

WiFi

X3T9.5

FDDI

Serial

Modem

ISDN

DSL

Sonet

GPRS

IP

6lo

UDP, DTLS

CoAP, MQTT, XMPP, …

Binary, JSON, CBOR, …
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Architectural approach for the IoT40

 Web solutions hardly applicable, as they do 

not meet the constraints of smart objects

UDP, TCP

IP

Data Link

HTTP, FTP, SMTP, SNMP

Object/Data Models (HTML, XML, JSON, SOAP)

802.3

Ethernet

802.11
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Ethernet
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100bT
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WiFi
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GPRS

IP
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UDP, DTLS

CoAP, MQTT, XMPP, …

Binary, JSON, CBOR, …

(RPL)
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Agenda (today)41

 Dependability as the 

IoT grand challenge

 Architectural approach for the IoT

• New protocol suite:

TSCH, 6LoWPAN, CoAP, MQTT

 Dependability at the MAC layer

• Energy-efficiency

• Reliability

• Example of SoA protocols

(TSCH, Glossy, …)

• EWSN 2016 dependability competition

&
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Link Layer Technologies for the IoT42

 Tens of different technologies

One common denominator: low-power, limited data-rate
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Link Layer Technologies for the IoT43

 Tens of different technologies

One common denominator: low-power, limited data-rate
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Agenda (today)44

 Dependability as the 

IoT grand challenge

 Architectural approach for the IoT

• New protocol suite:

TSCH, 6LoWPAN, CoAP, MQTT

 Dependability at the MAC layer

• Energy-efficiency

• Reliability

• Example of SoA protocols

(TSCH, Glossy, …)

• EWSN 2016 dependability competition

&
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IEEE 802.15.4 (Refresher)45

 First introduced in 2003

• Targeting low-power & low data-rate applications

• Low-cost radio transceivers

• Data rates up to 20, 40 and 250 kb/sec

 Reference standard for smart objects

• Specifies both PHY & MAC layer

– Transceiver management

– Channel access

– PAN management
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IEEE 802.15.4 (Refresher)46

Star
Cluster-Tree

Mesh

 Supported 

topologies
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47

 Frame format

• Large header overhead: only 86-116 bytes to the upper layer

 MAC: basic principles

• Carrier Sense Multiple Access 

with Collision Avoidance (CSMA-CA)

• Radio duty cycling

IEEE 802.15.4 (Refresher)
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48

 Carrier Sense Multiple Access with 

Collision Avoidance (CSMA-CA)

• Clear channel assessment (CCA)

 ED supported by PHY layer

• Problem: hidden terminals

 No RTS/CTS/ACK 

(as in IEEE 802.11)

 Too much overhead for 

battery-powered

smart objects

IEEE 802.15.4 (Refresher)

Perform

CCA

Ch. 

Idle?

TX

Backoff
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49

 Radio duty cycling

• Turn off the radio as much as possible!

IEEE 802.15.4 (Refresher)

http://www.ti.com/lit/ds/symlink/cc2420.pdf

http://www.ti.com/lit/ds/symlink/cc2420.pdf
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50 IEEE 802.15.4 (Refresher)

 Two different channel access methods

• Beacon-Enabled duty-cycled mode

• Non-Beacon Enabled mode
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51

 Beacon Enabled Mode (superframe)

• CAP = Contention access period with simplified CSMA/CA

• CFP = Contention-free period (GTS: Guaranteed Time Slot)

IEEE 802.15.4 (Refresher)
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52 IEEE 802.15.4 (Refresher)

 Non-beacon enabled mode

• No superframe, no need for synchronization, pure CSMA-CA

• CCA is relatively inexpensive and fast (≈ 128 μs)
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53 Hands-on: Duty Cycling MAC Protocols
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54 Hands-on: Duty Cycling MAC Protocols

 Example: ContikiMAC

https://core.ac.uk/download/files/362/11434462.pdf

https://core.ac.uk/download/files/362/11434462.pdf
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Hands-on: Duty Cycling MAC Protocols55

 Example: ContikiMAC

• Radio duty cycling in Cooja’s timeline
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Hands-on: Duty Cycling MAC Protocols56

 Selecting MAC protocol in Contiki

NETSTACK_CONF_FRAMER

NETSTACK_CONF_RADIO

NETSTACK_CONF_RDC

NETSTACK_CONF_MAC

framer_802154 framer-nullmac

XMAC LPP nullrdc

CSMA nullmac …

contikimac

CC2420 CC1100 …

NETSTACK_CONF_NETWORK

RIME IPv6

APPLICATION

• Directly in the 
project-conf.h file

– CSMA + ContikiMAC

(duty cycling)

– nullmac + nullrdc

(radio always on)

• Directly in the Makefile

– # Using IPv6 as network stack
CONTIKI_WITH_IPV6 = 1

– # Using RIME as network stack
CONTIKI_WITH_RIME=1
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Hands-on: Duty Cycling MAC Protocols57

// Set RDC layer

#undef NETSTACK_CONF_RDC

#define NETSTACK_CONF_RDC contikimac_driver // nullrdc_driver

#undef NETSTACK_CONF_RDC_CHANNEL_CHECK_RATE

#define NETSTACK_CONF_RDC_CHANNEL_CHECK_RATE 16

// Set MAC layer

#undef NETSTACK_CONF_MAC

#define NETSTACK_CONF_MAC csma_driver // nullmac_driver

 Selecting MAC protocol in Contiki

• Can be made directly in the application’s
project-conf.h
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Hands-on: Duty Cycling MAC Protocols58

 example_wireless_communication_unicast

• Simple UDP connection on port 4000 

to transfer data to a sink node

Let’s get back to this
example!
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Hands-on: Duty Cycling MAC Protocols59

 example_wireless_communication_unicast

• Simple UDP connection on port 4000 

to transfer data to a sink node

• Channel check rate = 16 Hz
• CLOCK_SECOND = 128 ticks 

→ CCR = 8 ticks

What’s the implication on 
energy consumption?
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Contiki’s SW-based Energy Estimation60

 Energest helps you measuring the energy 

consumption of your application

• Uses a timer to count the amount of time 

in which a module is active in a certain mode

• Surround the piece of code between two instructions 
energest_type_time(ENERGEST_TYPE);

• Energest types

– Microprocessor 
ENERGEST_TYPE_CPU, ENERGEST_TYPE_LPM

– Radio transceiver
ENERGEST_TYPE_TRANSMIT, ENERGEST_TYPE_LISTEN

• There are RTIMER_SECOND ticks in one second 

(65.536 ticks for the CC2650 SensorTag)
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 Example: Monitoring how long the radio module

has been active in sender or receive mode

// Variables declaration

static unsigned long tx_ticks, rx_ticks;

// Starting the computation

rx_ticks = energest_type_time(ENERGEST_TYPE_LISTEN);

tx_ticks = energest_type_time(ENERGEST_TYPE_TRANSMIT);

/* --- CODE TO BE MEASURED --- */

// Finishing the computation

rx_ticks = energest_type_time(ENERGEST_TYPE_LISTEN) - rx_ticks;

tx_ticks = energest_type_time(ENERGEST_TYPE_TRANSMIT) - tx_ticks);

printf("Rx ticks: %lu, Tx ticks: %lu\n", rx_ticks, tx_ticks);

// Compute the energy consumption

…
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 Deriving the energy consumption

• Each component has predefined current draw 

values that can be read from the datasheet

• Energy [J]  =  Time * mA_component_ref * voltage

• Power [W]  =  Energy / time

// Current draw in mA (derived from CC2650 datasheet)

#define TRANSMIT_CURRENT 6.1 // 6.1 @0dBm - 9.1 @5dBm

#define LISTEN_CURRENT 5.9

#define CPU_CURRENT (1.45 + 1.48) // 1.45+31ua/MHz

#define LPM_CURRENT 0.0027

// Suppy voltage in V

#define SUPPLY_VOLTAGE 3.3

http://www.ti.com/lit/ds/symlink/cc2650.pdf

http://www.ti.com/lit/ds/symlink/cc2650.pdf
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 Measuring energy consumption in 
example_wireless_communication_unicast

1. Enable Energest in the project-conf.h

// Activate Energest

#undef ENERGEST_CONF_ON

#define ENERGEST_CONF_ON 1

2. How much would last a CR2032 battery of 200 mAh?

→ With nullrdc and nullmac ?

→ With contikimac and csma ?

→ Try changing the duty cycle in the project-conf.h
#define NETSTACK_CONF_RDC_CHANNEL_CHECK_RATE 8
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 Measuring energy consumption in 
example_wireless_communication_unicast

• My solutions

→ With nullrdc and nullmac
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 Measuring energy consumption in 
example_wireless_communication_unicast

• My solutions

→ With contikimac and csma
#define NETSTACK_CONF_RDC_CHANNEL_CHECK_RATE 16
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 Measuring energy consumption in 
example_wireless_communication_unicast

• My solutions

→ With contikimac and csma
#define NETSTACK_CONF_RDC_CHANNEL_CHECK_RATE 8
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Agenda (today)67

 Dependability as the 

IoT grand challenge

 Architectural approach for the IoT

• New protocol suite:

TSCH, 6LoWPAN, CoAP, MQTT

 Dependability at the MAC layer

• Energy-efficiency

• Reliability

• Example of SoA protocols

(TSCH, Glossy, …)

• EWSN 2016 dependability competition

&
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Low-Power and "Lossy" Networks68

“Many of the communication 

technologies used for smart 

objects are inherently lossy

(data sent are not guaranteed 

to reach their destinations). 

Smart object protocols and 

mechanisms need to take this 

into account when determining 

where and how to send data 

as well as determining when 

and how often.”

ISBN 978-0123751652 
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IEEE 802.15.4: PHY69

 Available frequencies

• IEEE-802.15.4-2003

• 2011 enhancements

http://www.cse.wustl.edu/~jain/cse574-14/ftp/j_12wpn.pdf

http://www.cse.wustl.edu/~jain/cse574-14/ftp/j_12wpn.pdf
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 Available frequencies

• ISM bands are public and shared with other technologies

• Susceptibility to radio interference (low-power devices)
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IEEE 802.15.4: PHY71

 Link unreliability 

• Connectivity traces collected by Ortiz & Culler 

in an office space at UC Berkeley 

(http://wsn.eecs.berkeley.edu/connectivity)

http://wsn.eecs.berkeley.edu/connectivity
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 Checking congestion of radio medium 
using the rssi_scanner example



Dependable IoT Communications

Kazan, Russia - 7/7/2016Microsoft Summer School on the Internet of Things (SSIoT)

Hands-on: Duty Cycling MAC Protocols73

 Checking congestion of radio medium 
using the rssi_scanner example
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